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1 Introduction

Z1 requires very little administration. However, certain parameters have to be set in
order to use the services Z1 provides.

Every user of your network should have a username and password in order to use file
sharing services and email.

Downloading of external mailboxes requires the user names, passwords and
addresses. Additionally you have to tell Z1 how to distribute mail messages received
from external mailboxes.

2 Admin functions

2.1 Home page

@ Z1 User Menu - Mozilla Firefox EI@
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This is a prototype home page of Z1. You may edit and modify this page add more
pages or CGI scripts. You may use PHP in your html pages or may write CGI script in
most languages.

Z1 home page is stored in \\www\www\htdocs\Z1\Z1_HomePage.php. You may edit
this page (if you have Z1 Admin rights). There is a link (shortcut) to this page in
W\www\www\htdocs\index.html.

CGI scripts and programs may be stored in \\www\www\cgi-bin directory and will then

be accessible from local network as http://www/cgi-bin/[filename].

Users may store their html files in \\www\[username]\public_html folder. They will
then be accessible from LAN as http://www/~[username]/[filename]. The default file
name is index.html. Each user is provided with an empty index.html file that they may
edit.



http://www/~%5Busername%5D/%5Bfilename
file:///%5Busername%5D/public_html
http://www/cgi-bin/%5Bfilename
file:///www/cgi-bin
file:///www/htdocs/index.html
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2.2 Administrator page

Click on Login. This will lead you through administration menu of Z1. You will have to
login with a password (username and password is supplied on your license card):

Note: Login procedure here provides your browser with a KEY that gives you access to
system tools, depending on your rights on Z1. For security reasons this key expires
after two hours.

In an unlikely even that you spend more than two hours on administration the system
may ask you to login again. Nevertheless - if you are a system administrator it is
better to logout after finishing your administration tasks. Exiting from the browser will
have the same effect as logging out.

@ 71 Options - Moilla Firefox [ [®@[=]
[Eile| Edit View History Bockmarks Tools Help

+ C %X & 2\ (B nttp/demo/ZIC/ZLAIMIn/ZIW_Configura 77 ~ | |[Gl+ Google 2|
IT Mantis [= Zybert Wiki [Wiki] [l Test site ] ZCL 5. Ethical Business [3] Home | LinkedIn |5} Icons »
| I 21 Options | - [

* Host: z1.demo.dmz Logout Preferences !@ =
Your options CHANGE PASSWORD INTERNET STATUS CHAT ADDRESS BOOK ADMINHOME USERHOME
ol
71 GEM Administration B = 21 Administration Verification
. Enter the username and password to gain entrance
L Users ST :
% Users to the Administration area.
M Email .
Login Mame:
M Networks
Password: |
™ System

W Support
M Tools

Enter username and password and click Continue.

You will see the main Admin page:

wndminMenu - Mozilla Firefox EI@

File  Edit View History Bookmarks Tools Help

@ B C ¢ 0D :\\ [ http://demo/ZLC/Z1 Admin/ZLW_ConfigurationZopt=adminmenu 4774 V| !V Google )3|
Mantis | = Fybert Wiki [Wiki] Test Site ZCL = Ethical Business Home | Linkedln Irons Zybert Forum 5. Project2010 »

m =z a L2y 2 Proj

= =

| Il AdminMenu

*! Host: z1i.demo.dmz Logout  Preferences |4

Z1 UserHOME Admin Home
o

Z1 GEM Administration @ & Management Tools
Bk Users

=]
M Email & Users Email

M Networks

m

W System
& Support ; P
M Tools @ Networks \) Support L

Expert Tools

% System Advanced
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Select User Accounts

2.3 User administration

@UserA(counts-Mozilla Firefox [= =] =]

@ A c () ;‘\\ ! http://demo/71C/Z1 Admin/ZIW_Cenfiguratien?opt=usermenu W " Google P

M Mantis [= Zybert Wiki [Wiki] BB Test Site ] ZCL = Ethical Business [] Home | LinkedIn | &) Icons | | Zybert Forum 3 Project2010 »

,— -
i Server Status [ 4] |

Logged in: zybert
Host: z1.demo.dmz Logout  Preferences | @ S

ol

! User Accounts

Z1 ADMINHOME Z1 Users

3 Z1 GEM Administration B 5 [l
-~ y Below is a list of all your user accounts. Click on their email address to email them. Click on the user name

!-i IUser: to change any of their settings and click on the delete icon to completly remove ALL the users files and
access.

 WEnai

» W Networks
» M System List of current users
¥S zybert (Z1 Admin) Richard Zybert Mail
» M Support lzybert Lucy Zybert Mail
admin Demo Admin Mail
I 0ols -
M Tools jc Jim Campbell Mail

HEHEAEXR

You will be able to create user accounts. You should make an account for each user.
The username and password should be the same as the pair they use to login to their
Windows workstations. This simplifies file sharing process. If you create new user
names, we recommend that you use simple, short names in lower case (like john).
Please, note that all user names and passwords are case sensitive on Z1. Passwords
should be between 6 and 8 characters long. Ideally they should be easy to remember
and hard to guess. First names, names of pets etc are notoriously easy to crack. Most
‘dictionary’ words are too. Mixing letters and digits makes better passwords.

User passwords, once set cannot be read - even by the administrator. If you are an
administrator, you can change any password but you cannot read the existing one.
Therefore, administrator password should be well protected - you will need at least
one admin password to access the system.

When creating a user you can give them ‘Admin rights’ - this user becomes an
administrator and is allowed to change system settings. Administrators have
read/write access to all user files, including mail. You should not need more than 2-3
administrators and it is a good practice to limit the number of administrators. Users
without administrator privileges may fully use the system and their mistakes should
not cause problems for other users. Mistakes of administrators may be more
dangerous.

When you create a user account the system creates an email account for this user,
users home directory with a subdirectories mbox, public_html, shared.

e mbox is a directory that keeps email folders of the user if IMAP protocol is
used. Otherwise, it will stay empty. It should not be removed to allow the user
to switch to IMAP protocol later.

e public_html is where user’s personal WEB pages are kept. Each user may
construct their own web pages and store them in this directory. They can then
be accessed by everybody on the local network as
http://www/~username/filename. HTML files should have extensions
.html or .htm. Users are not allowed to create CGI scripts.
When the account is created an empty html file called index.html is stored in
public_html directory. This is the file the user should edit first in order to
construct his/her personal web pages.

o shared is a special folder (actually a shortcut) where the user may keep files
that should be available to others. This shortcut points to \\zi1\shared\user - it
will be visible by all users and files stored there are accessible to everybody.


file://z1/shared/user
http://www/~username/filename
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User home directory will be visible to the user after logging into windows computer on
the LAN - as \\zl\user. Except for the files stored in folder shared new files created by
the user are not accessible to others (well... except for system administrator who can
see everything)

In the names of shares above it is assumed that the network name of your Z1 is z1 -
if you change this name in the initial configuration, you should use the new name.
However, you may always use a name \\www\share - www is an alias for Z1 that is
independent of the name you give it.

Please see chapter on File Sharing for more details.

After an account was created you may modify it or delete it. Please note that deleting
the user account will remove all users files from the system. It may be a good idea to
backup user files before deleting an account. (More on this in file sharing)

There is no limit on the number of accounts you may create. However - for ease of
long term administration you should not keep idle accounts forever - accounts of
users who left the company - it is best to backup the files to a permanent medium
and remove the accounts.

When you created accounts you need, click Cancel.

2.3.1 Network and Internet administration

Click on Network and Internet configuration on the main admin page. You should see
the new menu with the list of networking subsystems.

Configuration of the Local Network should not be necessary at that moment - this
simply allows you to modify parameters you set in the initial configuration.

@) Network and Internet Settings - Mozilla Firefox EI@
r c Q .“\\ ! http://demo/Z1C/ZLAdmin/ZIW_Configuration?opt=networkmenu W V Google »p
M) Mantis [= Zybert Wiki {wiki] ] Test Site JB] ZCL ., Ethical Business [ Home | LinkedIn &/ Icons | | Zybert Forum & Project2010 »

! Network and Internet Settings

.
rver us |
Logged in: zybert -
* Host: zl.demo.dmz Logout  Preferences |@

Z1 ADMINHOME SYSTEM MNetworks

| »

Y —
3 Z1 GEM Administration B B [
- - This set of tools is used to configure network and internet connection of Z1.,
8% Users Local Area Network (LAN) needs to be configured in order to enable file sharing, printer sharing and E
) Intranet services (like local WEB service).
) M Email Internet settings are required so that you can access Internet (web, mail etc.).
To set the Internet parameters you will need information provided by you Internet Service Provider
+ WyNetworks = " v g vy
= - 5 28 Network Configuration
C-Configuratio -

@4 Internet Connection Status

#® Firewall = Mail System

@ Port Redirection Firewall Control

® WEB Access Control €3 anti SPAM Control

e SSL Certificate o WEB Access Control

£ 55H Public Keys |5 create 551 Certificate

? Install User S5H Public Key

W Create File Share
) B System

| Support

) M Tools

@ Create New File Share
W port Redirection

LI B B R B - I
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2.3.2 Mail System

Z1 may be set-up to collect mail from a number of external mailboxes and distribute it
locally. You should specify here all POP3 mail accounts you want Z1 to handle. At
specified intervals (selected at the bottom of this page) Z1 will attempt to collect mail
for all mailboxes and distribute to local users.

The specific rules how to distribute mail to users should be specified on Mail Alias
page, the default behaviour is that mail addressed to ‘fred@anyaddress.com’ will be
sent to a local user fred. Mail aliases allow you to change this and distribute mail to
users or group of users depending on addressee, sender or subject.

You can specify here when and how often Z1 should collect your mail.

All mail is delivered immediately.

@ Mailboxes set-up - Mozilla Firefox EI@
@ A c fh .“\\ ! http://demo/ZLC/ZL Admin/Z1W_Configuration?opt=MailBoxes W ~ Google ad
M Mantis [= Zybert Wiki [Wiki] ] Test Site ] ZCL = Ethical Business (] Home | LinkedIn ) Icons | | Zybert Forum & Project2010 »

! Mailboxes set-up + -

- -
i Logged in: zybert -
*' Host: z1.demo.dmz Logout  Preferences |@

Z1 ADMINHOME MAIL MAILBOXES Mailbox settings
ol K

m

Set-up Mailbox

Z1 6EM Administration @ =
. oUSE information from your Internet Provider to connect to a POP3 mailbox.
B Users Once defined and activated, Z1 will collect mail from it regularly and distribute to Z1 users

« Wiy Email Mailbox name (Mailbox name - for your identification)

" I IExternal Mailboxe FOF3 server (POP3 server - see ISP documents)

!.7 Aliases and Lists Username (Your user name or 'account name' from 1SP)

¥ Incoming Mail Filters Password |:| ézasi,ﬁéorﬁ required by 157 - leave empty to keeo existing
;OUT#_ 0 il'l.g Mail Ri?.lt‘iy Confirm Password l:l (Please type password again)
& Mail Download Control Cancel
@ Urnknown Users
» 8 Mail Logs =

You must enter your real company mail address. This is the address you were given by
the ISP with the POP3 mailbox. This is how the system will recognize mail addresses
that are local when downloading mail. You may have more than one address that your
company uses - you can specify other addresses in the Mail Alias page.

Click Save.

Outgeing Mail Server

{&ll outgoing mail will be sent there. This should be an

SMTF server address given to you by your Internet ?
Provider. If vou leave this field empty vour mail will be
delivered directly to the recipients.)

SMTF Relay Host

Set Authentication [ (set or change SMTP authentication)
Username (SMTP Username)
Password | | (SMTP Password)
Cancel Save

If you specify the SMTP Relay Host (again — provided by your ISP) then all outgoing
mail will be passed there for delivery. This may be an efficient way of handling mail,
especially if your Internet access contract uses dynamic IP address — check the ISP
documentation. If you leave this field empty all outgoing mail will be delivered directly
to the recipient mailbox.

If you are unsure, leave this field empty.
Click Save.
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Mail Retrieval Times

Your mail from external mailboxes will be downloaded at regular intervals. You can specify the times of the
day and fregquency of mail download.

If vou specify non-zero upload frequency then outgoing external mail will be queued and only delivered
at specified intervals. Upload frequency of 0 means that your outgoing mail will be delievered immediately.

Start hour: I 4 : End haour: I 2 : Every |5 minutes
Mail upload frequency in minutes. Enter 0 for immediate delivery Every |0 minutes
Cancel Save

Set the period and frequency of POP3 mail download. We recommend that mail
download is stopped between 2am and 4am - at that time GEM is performing its daily
backup and it is better not to change files at that time. Upload frequency (usually set
to 0) allows you to queue outgoing messages and then send them in batches. It is not
really required if you have a broadband connection.

Unknown Local Users

If vou enter a host address here then all local mail directed to unknown users will be automatically
forwarded to the outside server that handles your company mailboxes. This setting is only useful if you
hawve more than one external mailbox. It means that if there iz a mailbox called john@company.co.uk
but there is no local user john, enter host name of the ISP mail server here. The local mail to john will be
forwarded to that mailbox. If yvou only use shared mailboxes - like <anybody>@company.co.uk then
thiz field should be left empty.

Unknown Local Users (Enter mail host to redirect mail for unknown users.) P
Cancel Save

Unknown Local Users setting is a special device to allow you to use multiple ISP
mailboxes efficiently. If you have multiple mailboxes and some of them are used by
external users then it is important that you should be able to send mail to them using
your company mail address. Z1 will assume that all mail to company mail address is
local. However - with this field set (it should be tha name of the ISP mail server) - if
you send mail to a user at company mail address and that user (or alias) does not
exist - the mail will be automatically passed to the ISP for delivery to their mailbox -
if it exist — if there is no such mailbox then in all probability the mail will return to Z1
and will be handled following the normal rules you set up in the Mail Alias page.

If you are unsure, leave this field empty.
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2.3.3 Monitoring Internet Connection

Click on Internet connection status. Because this page uses system resources, it does
not refresh forever. Depending on your browser, it may ask you to refresh it from time
to time or your browser may report a time-out. Refreshing the page will start the
count again. (Please, note that this page may not work in some browsers)

/3 Internet Status - Microsoft Internet Explorer =10)x|

File Edit “iew Favoites Tools Help -
s Back - i fat | (G Search (3 Favoites SMedia (% BN S B - )

.-’-\gdressl hitp: w21 T2 dmin/Z 1w _Configuration 7opt=lnternetS tatus j @JPGD Links **
Google - | | B Seachiwen - g | FageRank Ehi02blocked | ed0p ?

Server Status [ﬁ\l

Logout | Preferences |@

Z1 ADMINHOME METWORKS Monitor Internet Connection

&
@network Status
Cancel
In {Bytesjfsec): 0000256
Out {Bytesjfsec):
0 Internet transmission rates in kilobytes/second 16kBs

n: Ml
out: IITNNIRRIRNRNN

In {Bytesfsec): ooooooao
Out {Bytes/fsec): m
i LAM transmission rates in kilobytes/second MBS
In:
Ot
-
@ Opening page http: 4421 m.zybert lan/Z1CZ1Admin/Z1W_Caonfiguration o B Internet

2.3.4 Firewall

Z1 operates NETFILTER firewall built into the linux kernel. A basic set of rules is pre-
set to ensure secure operation. You can add new rules to add or replace existing rules.
All rules are grouped into chains to make the firewall administration easier you can
set-up your own chains to control access to your network.

If during the initial set-up process you requested that the firewall stays open then one
active chain openall will show up here. This opens all ports and should be deactivated
as soon as possible.

The default firewall configuration allows unlimited traffic from LAN to Z1 and from LAN
to Internet. Most of the incoming Internet traffic is blocked and logged. As NETFILTER
is a 'stateful’ firewall packets that are sent from Internet as replies to outgoing
packets are accepted.

Please, read the on-line HELP carefully. Firewall set-up may get complicated and
there is a theoretical possibility of setting the firewall in such a way that all access to
Z1 will be blocked (which makes it difficult to change it back). Therefore an APPLY
button is provided for ‘temporary’ firewall set-up. If you modify your firewall settings
and press APPLY without pressing SAVE - the firewall settings will return to their
previous values at the reboot. If you are working from LAN then not enabling LOCAL
rules is a good practice (they are disabled in the configuration tool be default). This
guarantees that you cannot enter rules that would ‘lock’ you out from the server.
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Z1 Firewall Control - Microzoft Internet Explorer

File Edit iew Favortes Toolz Help |

¢ Back -~ = - @ 7ot | Q4 Seach (G Favoites GffMedia £ | By S - )
Agldress@ hittp: / Avwanan/ 21 /21 Admin/Z 1w _Configuration ?opt=Firewal j @ Go | Links *

GOOglev I j| %SealchWeb - .SearchSite | @ | @ .v 9103 blocked | Eﬂptions -

Server Status @

v Logout | Preferences |@

Z1 ADMINHCME SYSTEM Firewall

Z1 Firewall Control (1.04)

Z1 firewall is pre-set for high security. This means that incoming network
traffic is not allowed unless itis a response to outgoing requests,
I This form allows you to apen certain ports for incoming traffic.

firewalling, NAT and pack sing for Linux 24 See Help for rore information L

Faor safety you cannot create rules for the local netwarl:,
If you need to add local rules click there ----=

&llow Local Rules

Save | apply | 3 Ve Show Last Try Show Details

Permanent Rules
Firewall rules shown here will be re-applied when the server restarts.

Chain Name: openall Active: ¥

This chain opens the firewall to all. =l
Cormrmernt: It should be disabled as soon as possible.

Use chains with specific ports and addresses instead. =l
Path Ports Source Destination Action Log

Im any any any Im
F-=L =| |lany any any Im
IZ].TR';I any any any Im
L-=R =] |lany any any Im

Add rules:

ISeIect 'l ISeIect 'l B
|@ Diane ’_l_l_ E Lacal intranet &

-10 -



Copyright © ZYBERT Computing Ltd 2001-2010

2.3.5 Anti-SPAM Control

371 Anti-SPAM Control - Microsoft Intemnet Explorer

File Edt
<= Back ~

Favorites  Toolz  Help

] @ | @Search [SFavoites FhMedia (% | By S B

Address |Ej hittp: /v 21 CA2 1 AdmindZ 1w _Configuration Popt=AntiS pam

Google - |

2_'1 Dane

j &SealchWeb - @ FageRank

=] @G | Links ?
Eh103 blocked | @] Options -

|

Z1 ADMIMHOME MNETWORKS MAILBOXES AntiSpam

Z1 Anti-SPAM Control {1.10)
Here you can add or remove IP addresses, which 21 Mail systern will block,

vou can modify existing addresses, you can add new addresses at the bottorn

Remember to SAYE after making changes
Fallowing lists are used:
e« ‘Whitelist - Friendly haosts and domains not to be checked
e Local Blacklist - hosts listed only here
e List of suspects - addresses reported by local users
e Discard List - worst offenders - discarded if blacklisted
Save all Refresh

Anti-SPAM Settings

Cptions:

¢ On - check all unknown addresses against published lists of spammers
e Off - no checking

® Tag - add a tag rmessage to message subject

e Stop - do not deliver (email is still archived)

e Local Cache - keep SPAM addresses here and update once a day

anti SPAM on @
Local Cache on
Wwhat to do with SPAM: Tag ®
Anti SPAM list server bl.sparmcop.net

SPAM Suspect Tag ok Q| |[GRECTH Kk E

-

Server Status [ﬁ:]

Logout | Preferences |@

2 I

off €
off &
Stop i

i=nto Tan LI

(2E Lacal intranet

Z1 uses SpamAssassin program to detect SPAM mail. SpamAssassing configuration
may be modified by each user with the SpamAssassing module of Usermin. Usermin
can be accessed on port 20000 (http:://www:20000). It contains a number of useful
tools. SpamAssassin module is in the MAIL section of Usermin.

Additionally Z1 checks addresses in the headers of incoming mail against public ‘Black
Lists’. This service can be controlled here - you may decide what should happen to
black-listed email, you can build your own black and white lists. There is also a ‘grey’
list — a list of suspect addresses — mails that match this list will not be stopped but
their subject field will be modified to warn the recipients. There is a mechanism of
users contributing to your grey list as well as a mechanism for the administrator to
‘upgrade’ grey list addresses to the black list. It is a good idea to place the address of
your Internet provider (where your mailbox is kept) into your White list. This protects
you from the situation where your provider finds itself on a Black list and that causes
all your mail being treated as SPAM.

-11 -
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| 71 Anti-5PAM Control - Microsoft Internet Explorer

File Edit iew Favortes Toolz Help |

¢ Back -~ = - @ 7ot | Q4 Seach (G Favoites GffMedia £ | By S - )
Agldress@ hittp: At/ Z 1 /21 Admin/Z 1w _Configuration ?opt=AntiS pam j @ Go | Links *
GOOglev I j| %SealchWeb - .Search Site | @ | @ . - 9103 blocked | Eﬂptions -
. |
4
Save All Refresh
50 to Top
Suspect List - addresses contributed by local users as suspect
These addresses have not been listed on public sparm lists,
Use Block checkboxes and Sawve to move entries to Local Black List
New addresses:
1
z
&
4
Save all Refresh
Goto Top

White List - known friendly addresses
These addresses will not be checked at all.
"rou can enter just the beginning of the address here to exclude the whole domain from all checks,

110 Private networks class & u
2127 localhost u
3|192.168 Private netwaorks class C r
New addresses:

El

=

[}

7

Save all Refresh

Copyright @ 2001-2004 Zvbert Computing Ltd

|@ Diane ’_l_l_ E Lacal intranet ;

See on-line help for more information.

-12 -



Copyright © ZYBERT Computing Ltd 2001-2010

2.3.6 WEB Access Control

WEE Access Control osoft Internet E xplorer

File Edit “iew Favorites Tools Help -
s Back - D ot | Qi Search (G Favorites Media ¢4 | B S - ®

Address |&j http: /v 21021 ADminZ W _Configuration 7opt="+EBAccess j @Go Links **

Google - | fSeachiweb - § | DageRark £h103 blocked | [ Options -

Seryver Status [ﬁ:]
4 Logout | Preferences |@

Z1 ADMINHOME METWORKS WEB Access

Z1 WEB Access Control {0.50)

This form gives you options to control which WEB pages may and may not be accessed, =
and by whom, The default configuration is based on a rule that If it is not forbidden,

t is allowed but you may change that by banning all WEB pages and then listing the

ones that are permitted.

WEB pages are specified as text to look for in the URL address, vou can use some special characters to

make selection easier:

« * means any text
# f means end of name

This means that *.mp3$ will match all MP3 music files,
Mote that all WEB browsers must be set to use proxy server on Z1 (port 8080%. This policy may be

enforced by blocking outgoing traffic with Z1 firewall - ports 80 and 443 should be blocked for LAN to
Remote traffic.

Save and Activate Refresh

Read Access Reports =
@ Local intranet

Z1 uses SQUID proxy server to provide WEB access control and monitoring. This page
provides a minimal control of who can access WEB sites and allows administrator to
block certain WEB sites alltogether.

4} WEE Access Control - Microzoft Internet Explorer
File  Edit “iew Favoites Toolz  Help -

‘= Back - @ ) @Search (3] Favarites @Media @ %v =] - °

Address |&j hittp: 4 A/ 21 CA21 Admin/Z 1w _Configuration Yopt="wE BAccess j @Go Links **
Google - ~|| 7 Searchweb ~ b | PegeRank EH103 blocked | [ Dptions -
Banned Pages =
These pages will be blocked unless specifically allowed below
girls =l

Enter list of sites that should be banned
unless explicitely allowed,

Itemns may be separated by commas,
spaces or new lines,

=

Allowed Pages
FPage ban exceptions - allowed even if on BANMED list - for registered users only

/anl.com/ i‘

google.co Enter list of sites that should be allowed,
i inter? . comys even if they are on the BANMNED list,
www linusx-firewall Itemns may be separated by commas,
users.pandora.be spaces or new lines,

\ApcE.com |

Privileged Users
These users have unlimited access

O | Enter list of users {no wild cards - just
usernames) - that should be allowed
access to all sites.

Itemns may be separated by commas,
E spaces or new lines,

Banned Users
These users will have no access to Internet WER sites

|

Enter list of users {no wild cards) that
should not be allowed access to WEB sites,
Itemns may be separated by commas,
spaces or new lines,

@ (B8 Local intranet

-13 -
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2.4 Expert menu

This is a collection of tools that go beyond the simple administration of the system.
They help you to diagnose problems, intervene when things do not work as intended.
These tools are also very helpful when you talk to Z1 Support.

Z1 GEM Administration =
f% Users
) M Email
) M Networks
- Wy System
% Shutdown
& Backup
@ Archive Management
W Run System Command

# Set System Parameters
N Read System Logs

» @ Support

» M Tools

Advanced System Tools
Z1 Advanced Commands help you to solve configuration problems.
You may need to use these tools when talking to Z1 Support

L) System Services
L\, Read System Logs
Install Z1 Modules
Z] Download Settings File
L\, Run System Command
License information
Restart or Shutdown Z1
Q Third Party Tools
. Firewall Control
Z1 Mirror Backup Control
= Create New File Share
Q Set System Parameters
Cancel

2.41 System Services

System Services

This is the list of user services running on Z1.
If Monitor iz checked the zervice will be monitored by the system and restarted if necessary.

Service Status Monitor Action
8| DHCP server v | Stap
Domain name server v Stop
=2 File server v Stop
& mail server v Stop
(= Telnet and FTP servers v Stop
& USERMIN - user level access (webmail etc) v Stop
@ wes Proxy server v Stop
& wEBMALL - Squirrel Mail on port 8830 X O Start
& WEBMIN - Advanced configuration tool v Stop
9 WINS server v Stop
@ web server v
& ZOPE - Zope/Plone on port 9080 X O Start

Save Monitor List I

This page shows status of basic system services. It also allows
start/stop/restart selected services.

Restart
Restart
Restart
Restart
Restart
Restart
Restart

Restart

Restart
Restart

you to

Note that stopping services may interrupt users and sometimes lead to data loss. You
should not do it unless there is a real problem.

You may ask the system to monitor selected services and restart them if a problem is
detected. The system check the selected services every two minutes.

Note that if a service is being monitored and is not started automatically on a system
start then it will be started by the system monitor. Therefore - if you disable DHCP
server in the Network Settings, make sure that the monitor for DHCP is off.

-14 -
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2.4.2 System logs

This page gives you access to Z1 logging information. Some of the system logs are
difficult to read but they may contain important information to help system
diagnostics. Z1 Support personnel may ask you to look into these files when you call
them with a problem.

System Logs
Z1 logs contain system messages.
You may need to use these when talking to 21 Support

5:‘ System Log

& mail server Log

& mail Delivery Log

& mail Download Log

& mailer Debugging Messages

& | gcal Mail Collection Log

@ Authorized network connections log

3

@ Secure access log

@ Firewall

= Mirror Backup Log

5& Scheduled jobs log

5:' Background monitoring
@ Anti-Virus Disk Scan

@ Apache Access Log

@ Apache Error Log

i File Sharing Logs

@ Wastebasket cleanup log

Here is an example of log file display:

Nt vy e ey e e e e aed w) wg e e e ey

a System Logs Show Log - Microzoft Internet Explorer

Fil=  Edit “iew Fawortes Toolz  Help ‘

G Back - = - (@D ot | QhSeach (G Favortes Media £% | Ey- S 0 &

Address I@ hittp: A A /21 /21 Admind/Z 1% _Configuration ?opt=Logsifile=/var/zpool/maillog/z1_mailer. log j & Go | Links **

Google - | | @pseachwen + 00 ocacnoie | g | PagsRenk 0 DhiD3blocked | [

Server Status @

Logout | Preferences |@

@ |  Help |

Reading System log fvar/spoolfmailflogfz1_mailer.log, Time now: Tue Oct 12 23:25:23 2004 —

m Refresh | m

Cisplay 20 Lines Per Page

Search for: Gol

z1_mailer: Tue Oct 12 12:50:27 2004 Delivered to root from root@zybert-computing.co.uk
z1_rmailer: Tue Oct 12 13:38:32 2004 Delivered to root from root@company.com
z1_mailer: Tue Oct 12 13:50:14 2004 Delivered to root from root@company.com

Z1 ADMIMHOME SYSTEM SYSTEM LoGS Show Log

|€] Done ’_ ’_l_ (2R Local intranet Y
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2.4.3 Module installer

From time to time Z1 software team releases patches, bug fixes and upgrades to
existing software. There may also be new, optional elements of Z1 software, extras
etc.

Depending on your service contract all these may be mailed to you or you may install
them from ZYBERT web server.

The installation process makes this easy by communicating with the web server
directly, selecting modules that should be installed in your system and then installing
them directly from the web server.

/23 Module Installer - Microsoft Internet Explorer i =] [
File Edit “iew Favortes Tools Help -

<= Back ~ [ | tal | D Search (G Favoites GhMeda o8 | By S B

Address |E:| hittp: A Z1C2Z2 1A dmindZ 1w _Configuration?opt=k odulel nataller j fh)ﬁo Links **
Google - | | EpSeachwet - §b | DageRenk £ 103 blocked | [ *
Server Status [ﬁj
Logout | Preferences | &
Z1l ADMINHOME SY¥STEM Module Installer
&
Z1 Module Installer 2.01
Install additional 21 rodules or software patches,
Install Module
" From a file Browse. ..
f* From 21 Web Site w2y bert.oo.ulk
Werify via Internet & or use signature: | .
=l
&] Daone (2E Local intranst

For security reasons all modules have a signature that can be checked against Z1
module database. The system will refuse to install a module that cannot be verified.
Usually this is done via your Internet connection but in exceptional situations the
correct signature may be pasted into text box here.

If a module is supplied to you via email you should always allow Z1 to verify the
module via Internet. Additional instructions concerning installation of a specific module
may be provided with the module.

Click Go to start installation.
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2.4.4 Rebooting Z1

If you need to stop or reboot Z1 it should be done here - click on Restart or Shutdown
Z1. You will see the confirmation page:

=} Halt/Reboot - Microsoft Intemet Explorer

File Edt “iew Favortes Toolz Help |

s= Back ~ = - @ ot | @53arch (3] Favorites @Media @ | %v =1 .

iddress [&) bt/ o2 C/Z1Admin/Z 1w _Configurationopt-Restan -] @60 | Links >

Server Status @

L Logout | Preferences | &
71 ADMIMHOME SwsTEM  Halt or Reboot 21

Halt/Reboot 21

his page may be used to stop or restart £1 server,
This will stop all running processes. Please, try to ensure that users save their work before

you do it.
| Halt 21|

oogle - - Search'Web - Search Site T ageniant - 103 blacked g
Googl & PageRiark By

@ | | Helo B

=

|@ Done l_l_ l_ (BR Local intranet

4

Z1 should only take few minutes to restart. If you press Halt Z1 please, GEM should
turn itself off after stopping all processes.

2.4.5 Backup Control

Z1 Backup Control (1.23)

Z1 Mirror Backup is a disk-to-disk backup designed to keep your system and user data safe at any time.
Usually it simply does the job and there is no reason to use any of the commands here. This page is
provided in order to give you more flexibility in unusual cases. Backup commands that yvou start here are
submitted as background jobs - they will execute guietly and send you an email when they finish.

User disk space: Total: 70 GB, Used: 40 GB, Free: 29 GB ]
Disabhle Mirror Backup (Do not start scheduled backups)
Synchronise Whole Disk (This is normal, full mirror work)
Synchronise System Files (Copy only system files, do not mirror user files)
Copy Main Disk to Mirror Disk (Perform full physical disk copy, no wastebasket)
Show Mirror Disk Information (Read hardware settings from Mirror disk)
Test Mirror Disk Speed (This will run a speed test - be patient...)
Show Archives (List folders in \\demao\FileArchive )
Show Mounted Partitions (Show all disk partitions)

List of Backup Disks (Dates and dizsk names and =serial numbers)
Wastebasket Management (Control wastebasket clean-up process)
Last Backup Index (List of files backed up in the last run)

Find an old file in the Wastebasket.

Enter 3 name or a part of a name and click on Find. Find

(See Help for uze of =pecial characters)

Register Current Mirror Disk

Enter disks vizible label and click on Register. Register
(After vou register a disk the reference to the vizible dizk label

will appear in backup logs end email meszages for the record)

Refrezh

Mirror Backup Is Enabled
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Z1 disk-to-disk backup system is designed to work automatically, with no need of
intervention. Every night the backup disk is synchronized with the main disk, all
changed files on the backup disk are archived first. The backup disk is prepared to be
bootable if necessary. An short email is sent to root with basic backup statistics. It is
important that you set-up a mail alias to redirect root mail to a real administrator.

This page gives you a possiblity of forcing immediate backup, disabling and enabling
backup, checking the status of the backup disk etc.

The items are explained on the screen and in the on-line help file.

If your disk is getting full you should try to introduce some rules on the Archive
(wastebasket) system. Click on Archive Management.

Z1 File Archive Management (1.10)
Here you can set-up rules to be used to clean-up Z1 system File Archive.
Each active rule will make a clean-up task look for matching files and remove old files as requested.

A file that matches will be preserved if:

® [t is in the Last File Archive

® Or it is newer than specified number of days to keep

* Or specified number of copies to keep has not been exceeded

Use wildcard "*" when specifying file names (*.doc will handle all WORD documents).
Use Active checkbox to activate/deactivate a rule.

Use Delete checkbox to delete a rule permanently.

Remember to SAVE after making changes here.

Clean-up task runs every day after midnight.

_save | ack

fhome Total: 70 GB, Used: 40 GB, Free: 29 GB ]
Active: Files: Comment: Days to keep: Copies to keep: Delete:

O * bak Backup files 14 2 O

O *.doc MS Word files 365 2 O

O * pst Outlook pst files 14 2 O

O * xls MS Excel files 365 4 O
Add Entries:

Files: Comment: Days to keep: Copies to keep:

20

=

20

[ S R

Here you can set limits on how long you need to keep files for, or how many versions.
If you set a limit for some type of files to 14 days and 2 copies then all files of that
type will be kept for 14 days at least but at least two latest versions will be preserved,
even if they are older than 14 days.

Note - these settings are for ARCHIVE ONLY. Nothing interferes with files you are
using. Archive contains only old files that have been changed or deleted by users.

If no rules are active then all old files are kept forever.
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3 System status

To see disk and memory usage of Z1 click on Server Status. New browser window will
open with the display more or less like this:

/3 Mounted partitions - Microsoft Internet Explorer -0l x]
(- |

Z1 system monitor

21 disk usage Z1 memary usage
250 2500
Tue Oct 12, 23:33:55 L Tue Oct 12, 23:33:55
L 2000
200
~
@ L
= 1500
g - i
o o
S z L0764 5HE
n =] -
[x) 1000
4 - &
w | o]
s
W 495.5HE  430.5HE
= 500
L 4.5HE 0. 9HE:
- N |__+.5HE —
- = o b o
o H H H H
3 H 4 H H
5 H] i H i
2 £ H G &
£
. LB e b h10.9 oe L A05.3 G/ — Memory tupe
[ £ 2 E % 2 [ Surrent Hardware Limit
& ] 5 o ] 5
& £ H] & F
£ E
Partition
[IFree *Walues shoun! [l Used

Power and cooling:

WCore: +1.36 ¥ (min = +1.28 ¥V, max = +1.42 W
+EW: +4.38 ¥ (min = +4.74 ¥V, max = +5.25 W
+1zW: +11.20 ¥V imin = +11.37 ¥V, max = +1Z.5¢ W}
+3_3W: +3.30 ¥ (min = +3.13 ¥, max = +3.46 T
CPU Fan: &42L BIM  imin = 2998 RIM, div = Z)

Case Fan: 4327 RPM  (min = Z00& BPM, div = &)

CPU Temp: +25.4 C  thigh = +84 C, hyst = 177 C}

The plots will automatically refresh (memory every 20 seconds, disk every 5 minutes).

These graphs give you a general idea about the load of the system and usage of
resources.

Additionally main voltages, CPU temperature and speed of two main fans is shown
together with allowed limits. If you click on this text the display will refresh.

If you click on a graph you will get an enlarged version with more details. In the case
of memory display the enlarged version also refreshes quickly (every 2 seconds):
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Z1 disk usage
50
All dizsks currently mounted are shown with the Tue Oct 12, 23:51:57
amount of free space.
zo0
- 150
o
(i)
o
o
[
o
]
= -
&
=TT
S0
L
" 54 HE 110.9 GEB 34 HE 105.3 GE
S b H kS b H
[r3 S H [rs 2 H
@ = S @ z
H =
Partition
[JFree Malues shoun! [l Used I
=

Z1 Memory - Microsoft Int:

| 21 memaory usage
Tue Oct 12, 23:52:27
2000
~. 1500
o
=
=
o
o
[
o
]
= L 1076.5HE
L7}
= 1om0
- 495 SHE 4532 5HE
|
11, 7HE 0.9ME
]
- - o = o
o H H ] H
2 H ¢ 3 ¢
H E] £ E] I
P £ i G i
Memory tupe
[ Current. Hardware Limit I

Click on the graph to return to previous display.
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4 File system

Z1 provides several Shares to ensure a logical separation of different regions and to
provide security. Every user will see the following structure:

File Edit “iew Fawvoites Toolz Help -
s= Back - ‘hGearch [ Folders ¢4 ¥ o | EH-

Address =] 21 -| @G

M ame | Comrnent |

@‘Backup[ﬁlls ...... Backup files on Miror Digk [&dmin anly, Read Only)

@j Tools

@j A
@j zpber

chive 0ld Files [&dmin only)

@j b ail&rchive b ail Archive [Admin only)

@j Removable Removable devices [Sdmin anly]

@j Shared Shared 21 filez - read and write for eversbody
@j System £1 Systemn [Admin only]

YWindows toolz

@j |lzers |Jzerz private files [Admin only]

WO documents [Bdmin only)
b Home directary of zybert on 21

Printers Adds, removes, and configures local and network, printers
11 objectz]
Home directory of each user - visible only to this user (and administrator) is labelled

with the

user login name.

Permission on different shares are set-up for high security. These permissions can be

=10 %]

changed with SWAT tool (in Third-Party-Tools).

As an administrator, you have a read/write access to all files. (This is a very good

reason to limit the number of users with administrator rights).

The individual shares have following functions:

[username] - private user files, not accessible to other users

Shared - shared files. Each user has a folder there but all files are accessible
to other users.

BackupDisk - Read-Only access to backup disk. It usually contains the last
nights ‘snapshot’ of the main disk so it can be used to recover files accidentally
lost or damaged.

FileArchive - before each nightly snapshot backup all files that are to be
deleted or changed on the backup disk are first copied into an archive
structure on both disks. There is one such structure for every day. This system
allows you to recover old files.

MailArchive - all incoming and outgoing email is archived. This share contains
a structure of folders - one per day - with old, archived mail. These files have
a standard text (mbox) format and may be read with any text editor. Do not
modify these files, as this may make then unreadable by your mail client.

Removable - used for accessing USB storage devices that can be plugged into
Z1 USB sockets.

System - the whole Z1 disk

Tools - A collection of tools that can be installed on your Windows
Workstation.

Users - all users private folders
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A file for the previous day is created at 1:00 in the morning. Messages for the current
day cannot be viewed this way - they are still in the Inbox of the mailbackup mail
account and you will need to access them using a mail program. In order to save disk
space and to limit security risks we recommend that you remove old messages from
mail backup from time to time (you may back them up first to a CD Writer or tape or
something)

5 Backup and Recovery

Z1 Gem is delivered with three identical disks. Two of the disks are mounted in the
GEM case.

The disk mounted in the top shelf of the GEM body is the main disk. This is the disk
where all data files are kept. This disk also contains all system files and is in constant
use.

The second disk is the current backup disk.

Every night (currently at 2am) the the backup disk is synchronized with the main disk.
All user and system files that changed on the main disk since the last backup are
copied over to the backup disk. Before any file on the backup disk is modified or
deleted, it is copied to file archive. This way all your old files are stored and can be
recovered later. At the end of the backup run the two disks in the machine are
identical.

The backup disk is available READ-ONLY during the day. So - if you delete or damage
an important file you can restore the previous day copy from the backup disk. (This is
at initially only available to administrators but this setting can be easily changed).

If your main disk gets corrupted, or damaged you can turn it off using the supplied
key and press reset button. GEM will reboot from your backup disk. This should be
only a temporary, quick solution - in this configuration there is no backup. GEM will
always boot from the first disk it finds — counting from the top - and use the next disk
as a backup disk.

It is important that the Backup disk is in place when GEM starts. The system allows for
a ‘hot-swap’ of the backup disk but you cannot ADD a disk to the system if it was not
there during the boot process.

A more permanent solution of a corruption of the main disk is to turn the GEM off,
swap the two disks - backup disk to the top shelf, main disk to the bottom shelf - and
start again. The system will boot from the top disk and the bottom disk is now treated
as a backup disk. Any corruption of data or system files can be now corrected, you can
even tell the system to re-format the backup disk and copy the main disk to it.

The third supplied disk should be kept permanently off site in a safe place. Usually
once a week (but you may choose your own frequency) the backup disk should be
removed from GEM and the third disk should be put in. You can do this without
stopping the server and even while users are connected to the system. GEM will
recognize the disk and will continue. The disk removed from GEM should be taken off
site. This procedure ensures that you can survive major disasters - like fire, flood or
simply your computers being stolen. Your off-site disk can be plugged into a
replacement server and you can continue working. How much data you loose in a case
like this depends on how long the disk was away from GEM.

This may lead to a conclusion that it is best to do the ‘swap’ every day. It might be so
if you also have a procedure to remove the third disk from the premises. Otherwise all
your three disks are in one place most of the time and this increases the risk.

Most small businesses choose the following procedure:

The third disk is kept away from the office most of the week. It is swapped at 5pm
every Friday and the removed disk is taken away.

If it is essential that the backup disk is swapped every day you should consider
purchasing a forth disk and do the swap every day, still keeping one of the disks away
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from the rest. You should then set-up a ‘rotation’ procedure to minimize risk to your
data.

Please note that hard disks are delicate. The spare disk should not be dropped, liquids
should not be spilled at it, it should be stored in a dry place away from direct sunlight
or sources of heat.

6 Mail Archive

All mail is archived into a tree of IMAP folders. You may access them by with any IMAP
mail client if your user account has correct privileges. This will allow you to see all mail
messages sorted into separate mail folders for each month.

If you do not want to use IMAP in your usual mail program (Some version of Outlook
may disable some useful functionalities if IMAP is in use) then we recommend that you
use a different mail program - like Outlook Express that probably exists on your
computer anyway - specifically to access mail archive.

2001
2002
2003
2004
2005
2006
2007
2008
2009

b e 1

| 01-Jan (5154)
02-Feb (5630)
03-Mar (5154)
D4-Apr (4662)
05-May (6641)
06-Jun (6393)
07-Jul (8124)
08-Aug (6556)
09-Sep (5377)
10-Oct (4416)

j=Ro=R =R =R =R =Ri=R=R =l

=R=R =R =R =R =N =R=N

Also, remember that you have read access to these messages with the file sharing
system - if you have enough privileges.
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7 Colour Themes

Your monitor, lighting conditions (or your personal taste) may cause not be suitable
for the default style of the administration displays. Z1 uses Dynamic Style System,
which allows you to select from a range of colour combinations to suit your
preferences.

Click on Preferences. A new window will open:

3 Z1 Themes Selection - Microsoft Internet Explorer

Select Colour Scheme | Default #lselect Font Size IB "I
Use Full Senlark Red =l
Desert
infofGrey ink3
Light
labels1 Light Blue
labels2 Light Green
Mawy Light
Mavy Simple h
Steel |
ZiCL Home Style =
cellermph
buttonz I linkz
button | limk

Close Window

If you select a theme and close the window all subsequent pages will use the new
colour scheme (and font size). The information is kept as a cookie in your browser and
will remember your selection until you change it.
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So - if you select Navy Light theme your typical display will look like this:

~ Logged in: zybert
one W' Host: z1.demo.dmz Logout

Z1 | Adminhome | System | System Services

preferences| @

1 6EM Administration @ = [System Services : :
This i= the list of user services running on Z1.

§ Users If Monitor is checked the service will be monitored by the system and restarted if neceszary.

» M Email = Status Monitor
™ Net K DHCP server v O Stop Restart
) etworks )
@ Domain name server v Stop Restart
' ﬁSYSTEIn =2 File server v Stop Restart
System Service & mail server v Stop Restart
% Shutdown (5 Telnet and FTP servers v Stop Restart
- Bm:kup & USERMIN - user level access (webmail etc) 4 Stop Restart
. v Sto Restart
© Archive Management @ vies proxy server 9 P
. = E \wEesMALL - Squirrel Mail on port 3330 X a Start
Il Run System Command o
* Q WEBMIN - Advanced configuration tool 4 Stop Restart
€ Set System Parameters ] WINS server v Stop e
X Read System Logs @ web server v Restart
» 8 Support 8 20pE - zope/Plone on port 3080 x O Start
) M Tools m Sawve Monitor List

8 Alarms

Z1 GEM continuously monitors its status. Most problems are automatically resolved,
sometimes a mail message will be sent to root (remember to alias root to a real
user!). These messages will contain information about the problem and instructions for
remedial action.

In some extreme cases GEM may generate an audible alarm. Usually it follows an
email to root and it is only used if an action is urgently required in order for the
system to operate.

The alarm sound may be cancelled by clicking on Stop Alarm on the main WEB page

of GEM (http://www).

An example if the alarm is when the backup disk is removed and the replacement disk
is not inserted (or not turned on). The alarm will sound and it can be stopped
manually or it will stop automatically when the replacement disk is in place and is
detected.

Disk enclosures have their independent alarm and monitoring system. They check disk
temperatures and disk fan operation. If a problem is detected the alarm sounds and
the information is displayed on the front panel. The alarms must be cleared using front
panel controls of disk enclosures.
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9 Additional Open Source Tools

Note: All open source software is governed by GNU Public License (GPL) or a similar
license. Please read the terms of GNU license (in Administration Menu). One effect of
this is that there is absolutely no guarantee attached to the distribution. Zybert
Computing as well as Zybert resellers will make an affort to help you with problems
but if a support of these programs is required it falls outside of the scope of our
support programmes.

A selected collection of Open Source tools is installed on the Z1. There is a group of
tools to run on the client (Windows PC) computers. These are in \\z1\Tools folder.
Most of them are kept in an installer form and need to be installed on each PC.

Another collection are tools that are installed on Z1 and accessible via WEB interface.

A} Z1 User Menu - Microsoft Internet E xplorer o ] |
File Edit “iew Fawortes Tools Help -
= Back - 2 | @ Seach [GFavoites GFMeda % | By S
Address [&] http: /21 | @G | Liks >
Google - | || o Seachiweb - G0 | Pagefank EH105 blocked | [ Optians 2
=] L =
Bulletin Board
Phproject
ﬁ D Dotproject
g pra]
[’-ﬁ Document Management
@ﬂ Partal
[m OpenCffice Setup
g Tools
% Files

@ http:#¢z1mZ10/pn Local intranet

Bulletin Board (YaBB), Phproject, Dotproject, Document Management (MyDMS) and
Portal (PostNuke) are all WEB based ‘groupware’ tools. Administration account in each
of these tools is independent of Z1 user account — use user admin password admin
to access the administration for the first time.

OpenOffice is a fully functional Open Source office system, compatible with Microsoft
Office (it can read and save Microsoft Office documents). OpenOffice can be either
installed fully on each workstation (about 100MB) or it can be left in place - each user
runs a Setup that configures their PC to use OpenOffice from the shared disk. Full -
stand alone installation may be useful for laptops and other computer that may have
to be used independently of the network. For stationary workstations the server/client
installation is faster and requires very little disk space.

WebShop is a 'out of the box’ installation of Open Source Internet Shop from
osCommerce.com. Before it can be used you need to run the Install procedure - this
has to be done after the initial network setting. (Install as well as shop administration
can be selected from the Administration Menu)
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The third collection of Open Source tools can be found in Administration/Third Party
Tools:

/23 Z1 Uszer Menu - Microsoft Intemet Explorer
File Edit “iew Favortes Toolz Help -

“= Back - | 72l | ‘@ Search [EFavoites Meda 4 | By S B - ]

Address [&] http: //z1m/ | @G0 Links >
Google - | | BpSeachwen - go | PageRank 1105 blacked | [ 0p >
-] i [+
User Accounts
Metworking
% Advan
[lﬁ Shop Log
@ Login Module Installer
|
g
G
of
WHC Toalz
My S QL
WEBMIM
Samba

E:l http:#/21 m /21 T2 AdmindZ 1w _Configuration?opt=T hirdPartyO pt (BE Local intranet

MySQL (phpMyAdmin), WEBMIN and Samba (SWAT) are well known server
configuration/administration tools. They all require root username and password to be
accessed first time.

Please note that some of the WEBMIN tools may be in conflict with the normal Z1
administration. They should be used only with full understanding of the system.

VNC Tools points to a varying collection of graphical (X) administration/monitoring
programs running under a VNC system on Z1 and accessible to WEB browsers with
Java support.

Additionally Usermin is running on Z1 and can be accessed on port 20000
(http://www:20000). Usermin is a collection of useful programs helping users to
change their personal settings on the server. Any user registered on Z1 can access
Usermin. In particular Usermin allows users to add extra rules to SpamAssassin Anti-
SPAM program to control their own mail.

WebMail points to an installation of SquirrelMail that allows every user to access and
send their mail.
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10 Notes
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